NEAQATOrAM 06 UH®OPMALIMOHHOMN BE3OMACHOCTHU

Korpa peyb 3axoauT 06 MHbDOpMaLNOHHOM 6e30MacHOCTM, 06bIYHO Mbl HAYUMHAEM AyMaTb O KOMMbIOTEPAX, CETAX, MHTEPHETE U XaKepax.
Ho ans obpa3oBaTenbHOM cpeabl NpobsieMa CTOUT WKpe: B OrpaXKAeHMM y4yalerocsi ot MHdopMaumm, KoTopasi MOXET HeraTUBHO
NoBANSATb Ha ero hopMMpoBaHNE U pasBUTME, TO €CTb O NponaraHae pas3/IM4YHON HanpaBNeHHOCTY.

MoHaTMe nHpopMaLMOHHON 6e30NacHOCTH

Moa MHqJOpMaLlMOHHOVI 6e30MacHOCTbIO MOHUMAaETCS 3alUULLEHHOCTb VIHCbOpMaLI,VIOHHOI\/‘I CNCTEMbI OT CﬂyanIHOFO nWin npeaHaMepeHHoro
BMeLWaTeNbCTBa, HAHOCALLENO yu_l,ep6 BnagenbuaMm manm nob3oBaTesiaMm I/IHCbOpMaLI,MM.

Ha npakTuke BaXXHENLWMMN ABAAOTCA TPU acnekTa NHGOPMaLMOHHOM 6€30MacHOCTU:
e [JOCTYMNHOCTb (BO3MOXHOCTb 3@ pPa3yMHOE BpeMs Mosy4YnTb TpebyeMyto MHDOPMALIMOHHYIO YCIyry);
e LIENIOCTHOCTb (aKTyanbHOCTb U HEMPOTUBOPEUUBOCTb MH(POPMALINK, €€ 3aLLUNLLEHHOCTb OT paspyLUEHNS U
HECaHKLNOHNUPOBAHHOIO N3MEHEHNSA);
e KOHMOUAEHUMANBHOCTb (3alMTa OT HECAHKLMOHUPOBAHHOIO NMPOYTEHNSA).

HapylueHns A0CTYNHOCTU, LLENOCTHOCTU U KOHDUAEHLUNANBHOCTU MHGMOPMALMKN MOTYT 6bITb BblI3BaHbl Pa3fIMUHbIMKU OMNACHbLIMU
BO34ENCTBUSAMM Ha MHDOPMALIMOHHbIE KOMMbIOTEPHBIE CUCTEMBI.
OCHOBHbIe yrpo3bl MH(POPMaLUNOHHOK 6e30nacHOCTH

CoBpeMeHHas MHDOPMaLIMOHHAA CcUCTeMa NPeAacTaBAseT cob60 CIOXHY CUCTEMY, COCTOSLLYHO M3 60/bLIOro YMc/ia KOMMNOHEHTOB
pa3/IMYHOM CTENEHM aBTOHOMHOCTU, KOTOPbIE CBSA3aHbl MeEXAY COb60M N 06MeHUBatOTCA AaHHbIMU, MPaKTUYECKM KaXKabli KOMMOHEHT
MOXET NOABEPrHYTbCSA BHELIHEMY BO3AENCTBUIO WUAU BbIMTU M3 cTposi. KOMMOHEHTbl aBTOMaTU3MPOBaHHOM MHPOPMaLIMOHHON CUCTEMBI
MOXHO pa3buTb Ha cneaytowme rpynnbl:

AnnaparHbie cpegcTBa. JTO KOMMbIOTEPbI U NX COCTaBHble YacTh (Npoueccopbli, MOHUTOPbI, TEPMUHASbI, NepudepunHbIe YCTPONCTBa —
NPUHTEpPbI, KOHTPOSIEPbI, Kabenn, NMMHUN CBA3U U T.4.);

MNMporpammHoe obecrnneyeHue. DTO NpUobpeTeHHbIe MPOrpaMMbl, NCXOA4HblE, 06beKTHbIe, 3arpy304Hble MOAY/IN; ONMepaunoOHHbIe
CUCTEMbI U CUCTEMHbIE NporpaMmMbl (KOMNUASTOPbI, KOMMOHOBLUWKA U ApP.), YTUAUTbI, AMAarHOCTUYECKME NPOrpaMMbl U T.4.;

AdaHHble, XpaHMble BPEMEHHO N MOCTOSAHHO, Ha ANCKax, d3WKaxX, NeyaTHble, apXmMBbl, CUCTEMHbIE XYPHanbl U T.4.;

MepcoHan. MNMonb3oBaTenn, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpamMMnCTbI U Ap.

OnacHble BO34EeNCTBUS HA KOMMbIOTEPHYIO MH(MOPMALUMOHHYIO CUCTEMY MOXHO NOAPAa3AeUTb Ha Cly4YyanHble U NpeaHaMepeHHble. AHanms
onblTa NPOEKTUPOBAHUS, N3rOTOBMEHUS U 3KCMyaTauum MHGPOPMALIMOHHbBIX CUCTEM MOKAa3bIBAeT, YTO MHGpOPMaLMs NoaBepraeTcs



pPa3fINYHbIM CNyYalHbIM BO3AENCTBUAM Ha BCEX 3Tanax UMKA XU3HU CUCTEMBbI. [pnynHaMn cnyyamHbiX BO3AENCTBMIM NPpU 3KCNlyaTaumm
MOryT 6bITb:

e aBapuiMHble CUTYaLUN U3-3a CTUXNIHBIX 6eACTBUI U OTKAKOYEHWN SN1EKTPONUTaHUS;

e OTKa3sbl 1 cOOM annapaTypbl;

e OWMBKKM B NporpaMMHOM obecrneyeHuu;

e owmnbkn B pabote nepcoHana;

e [OMEXN B JIMHUAX CBA3M M3-3a BO3AENCTBUN BHELLHEN Ccpeabl.

MpeaHaMepeHHble BO3AENCTBUS — 3TO LieNIeHarnpaB/ieHHble AEACTBUS HapywmnTens. B kadecTBe HapyLwuTenss MOryT BbICTyNaTb CAyXallui,
NOCETUTENDb, KOHKYPEHT, HaeMHUK. [eACTBMSA HapyLUUTENs MOryT 6biTb 06YCNOBEHbI pa3HbIMXM MOTUBAMN:

e HEeNOBONbCTBOM C/lyXallero CBOEN Kapbepow;

e B3ATKOW;

e Nob6oNbITCTBOM;

e KOHKYpeHTHoW 6opbboit;

e CTpeM/IEHMEM CaMOYTBEPAUTLCSA NOO6ON LIEHOMN.

MO>HO COCTaBUTb MMNOTETUYECKYIO MOAESb MNOTEHUNANBHOIO HapyLIUTENS:
e KBanMdUKauMa HapyLwmMTensa Ha ypoBHe pa3paboTumka AaHHOM CUCTEMbI;
e HapywuTenem MoxeT 6bITb, KaKk MOCTOPOHHEE NNLO0, TaK M 3aKOHHbIN NOSIb30BaTeNlb CUCTEMbI;
e HapywuTent usBecTHa MHGOopMaums 0 NpuHuMnax paboTbl CUCTEMDI;
e HapywwuTenb BblbupaeT Hanbonee cnaboe 3BeHO B 3allUTE.

Hanbonee pacnpocTpaHeHHbIM 1 MHOF006pa3HbIM BUAOM KOMMbIOTEPHbBIX HapyLLEHWNI ABNSETCSA HECAHKLMOHMPOBAHHbIN AOCTYyM.
HecaHKUMOHNPOBAHHbBIN AOCTYN UCNONb3yeT ftobyto owmnbKy B CUCTEME 3alMTbl U BO3MOXEH NMpU HepauuoHanbHOM Bbibope cpeacTs
3aWMTbl, X HEKOPPEKTHOM YCTaHOBKE W HACTpoliKe.

MpoBeaem knaccndukKaumio KaHanoB HECAHKUMOHNPOBAHHOIO A4OCTYyNa, NO KOTOPbIM MOXHO OCYLLECTBUTb XULEHNE, U3MEHEHME NN
YHU4YTOXEHMe nHdopmauun:
Yepe3 yenoBeka:

e XMLLUEHMe HocuTenen nHhpopmaumm;

e yTeHue nHdOopMaUnmM C 3KpaHa UaKn KaBuaTypbl;

e yTeHue nHdbopMaunm n3 pacrnedaTku.



Yepe3 nporpammy:
e repexBaT naponemu;
e JelwndpoBka 3awmMdpoBaHHON MHpOpPMaLnK;
e KOMNUpoBaHue nHdbopMaLnn C HOCUTENS.
Yepe3 annaparypy:
e MOAKAOYEeHMe creumanbHo pa3paboTaHHbIX annapaTHbIX cpeacTs, obecneunsatowmx AOCTYN K MHpopMaumu;
e repexBaT No60YHbIX 3NEKTPOMArHUTHbIX U3YYEeHUI OT annapaTypbl, IMHUA CBSA3U, CETer 2NeKTPoONuUTaHns u T.4.

Ocob60 cneayeT 0OCTaHOBUTLCS Ha yrpo3ax, KOTOPbIM MOFyT NOABEpPraTbCs KOMMbOTEPHble ceT. OCHOBHas 0CobeHHOCTb Ntobon
KOMMbIOTEPHOM CETU COCTOUT B TOM, YTO €e KOMMOHEHTbI pacnpeaeneHbl B NpocTpaHcTBe. CBA3b MeXAy Y3NaMn CETU OCYLLECTBNAETCS
(hU3MYECKHN C MOMOLLbI CETEBBLIX IMHUA N NPOrpPaMM, HO C MOMOLLbI MexaHW3Ma cooblleHui. MNMpu 3ToM ynpaBasioLMe COObLEHNS U
JaHHble, NepechbiylaeMble MEXAY Y3/1laMU CETU, NepeAatoTcsa B BMAE NaKeToB obMeHa. KoMMNblOTepHbIE CETU XapaKTepHbl TEM, YTO NPOTUB
HUX NpeAnpPUHMMAlOT TaK Ha3blBaeMble yAaneHHble aTakn. HapyLlinTenb MOXET HaXxoANTbCS 3@ ThICAYN KUIOMETPOB OT aTaKyeMoro
obbekTa, NpM 3TOM HaNnaAeHUIO MOXET NOABEPraThCs HE TOJIbKO KOHKPETHbIM KOMMbIOTEP, HO U MH(OpMaLMs, NnepeaaroLLLasics N0 CETEBbIM
KaHanaM CBS3MU.

O6ecneuyeHne nHpopMaLUMOHHOK 6e30nNacHOCTH

dopMupoBaHue pexunma nHdopMaunoHHOM 6e3onacHoCcTK — npobnema KoMnaekcHas. Mepbl N0 ee peLleHno MOXHO Noapa3aenumTb Ha
NATb YPOBHEN:
1. 3akoHogaresbHbIA. DTO 3aKOHbl, HOPMATMBHbIE aKTbl, CTaHAAPTbI U T.M.

HopMaTuBHO-npaBoBas 6a3a onpeaensaowas NopsaoK 3aluTbl MHDoOpMaLUUn:
2. MopasibHO-3TMYeCKni. BceBO3MOXHblIE HOPMbI MOBEAEHUS, HECOBIOAEHME KOTOPbIX BEAET K NAAEHMIO NPECTUXA KOHKPETHOIO
yesnoBeka MKW LEesion opraHm3aunu.
3. AAMMHHNCTPAaTHUBHbINA. [encTBms obliero xapaktepa, npeanpMHMMaeMble pyKOBOACTBOM OpraHmsaumn. TakuMm AOKyMeHTaMu MoryT
ObITb:

e pUKa3 pyKoOBOAUTENSA O HAa3HAUYEHMWN OTBETCTBEHHOro 3a obecneyeHne MHMOPMaLMOHHON 6e30MacHOCT!;

e [OJIHKHOCTHble 0693aHHOCTN OTBETCTBEHHOIO 3a o6ecneyeHmne nHHopMaunMoHHOM 6e30nacHOCTH;

e epeyeHb 3awmaemMbiX MHHOPMALMOHHbBIX pecypcoB 1 6a3 AaHHbIX;

e VHCTPYKUMIO, Onpeaensiowyo nopsaok npenocraBneHns MHGopMaumm CTOPOHHMM OpraHm3aumsiM no Mx 3arnpocam, a Takxe

no npasaM AOCTyMa K HEN COTPYAHMKOB OpraHu3aunm.

4. dnsnyeckni. MexaHmyeckme, aNeKTpo- U 3N1EKTPOHHO-MEXaHNYECKME NPENSATCTBMSA Ha BO3MOXHbIX MYTAX NPOHUKHOBEHUS
noTeHUMaNbHbIX HapyLlwuTenen.



5. AnnaparHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPONCTBA U CneuunanbHble NporpaMMbl 3almTbl MHGOpMaLMK).

MpuHATLIE Mepbl NO co3aaHunto 6e3onacHo MHPOPMALMOHHOM CUCTEMBI B LLKONE:
¢ (ObecneyeHa 3aWmMTa KOMMNbLIOTEPOB OT BHELIHMX HECAHKLUMOHMPOBAHHbIX BO3AENCTBUN (KOMMNbIOTEPHbIE BUPYChI, IOrM4YeCcKme
60MbbI, aTakn xakepoB U T. 4.)
e YCTaHOBJEH CTPOrniA KOHTPONb 3a 3/IEKTPOHHOM NOYTON, obecneyeH NOCTOSAHHbLIN KOHTPO/b 3a BXOASLLEN N ncxoasLemn
KoppecnoHAeHUnER.
e YCTaHOB/EHbI COOTBETCTBYOLWME NApPOSN Ha NnepcoHanbHble MK.
¢ Mcnonb3oBaHbl KOHTEHT-OUNLTPLI, 418 PUNbLTPaLMM CANTOB NO NX COAEPXKUMOMY.

EnnHas coBOKYMHOCTb BCEX 3TUX Mep, HamMpaBfiEHHbIX HA MPOTUBOAENCTBME Yyrpo3aM 6e30NacHOCTM C LENblo CBEAEHUS K MUHUMYMY
BO3MOXHOCTM yliepba, 06pa3yoT CUCTEMY 3aLUUTHI.

CneunanncTbl, UMeLME OTHOLLEHNE K CUCTEME 3aLLUNTbI A0NKHbI MOMTHOCTbIO NpeAcTaBnsaTb cebe npuHUMnbl ee GYHKLMOHUPOBAHUS U B
cny4yae BO3HUKHOBEHMUS 3aTpyAHUTENbHbIX CUTYaLUMi aaekBaTHO Ha HMX pearmpoBaTth. o4 3aluTon A0NKHA HAaX0AUTbCS BCS CMCTEMA
obpaboTkn MHdopMaumu.

Jlvua, 3aHuMarwmrecs obecneyeHneMm MHMOPMaLMOHHOM 6e30MNacHOCTU, AOKHbI HECTU NIMYHYIO OTBETCTBEHHOCTb.

HanexHas cuctema 3almTbl 40/KHA 6biTh MOJHOCTLIO MPOTECTMPOBAHA M COrMlacoBaHa. 3aluTa ctaHoBuTcsa 6onee ahheKTUBHOM U
rMB6KOM, eci OHa AO0MYCKAEeT U3MEHEHUE CBOMX MapaMeTpPoOB CO CTOPOHbI aIMMHUCTPATOpa.

B 3akntoueHne cBoero goknaaa xotenocb 6bl AaTb HEKOTOPbIE peKoMeHAaUMM No opraHnsauum paboTbl B MHHOPMaLMOHHOM
NMpocTpaHcTBe, YTObbLI yb6epeub cebs n cBonx 6NM3KNUX OT MHTEPHET-NPECTYMHUKOB.
PekoMeHpaumm no opraHmsauum paborbl B MTHPOPMALMOHHOM NPOCTPaHCTBE

1. Nepen HayanoM paboTbl HEO6XOANMMO YETKO CHOPMYIMPOBaTh LeSb 1 BOMPOC NoMcka MHdopMaunm.

2. XXenaTenbHo BblpaboTaTb ONTUMasbHbIN anropuTM nomcka MHdopmaumm B cet MHTEpHET, YTO 3HAYUTENIbHO COKPaTUT BPEMS U CUJbI,
3aTpayeHHble Ha MNOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIM NMMUT (2-3 Yaca) paboTbl B MIHPOPMALMOHHOM NPOCTPaHCTBE (MPOCMOTP Tenenepeaayn, YtTeHue,
NHTepHeT).

4. Bo BpeMsi paboTbl HE06X0AMMO AenaTb, NepepbiB Ha 5-10 MUHYT ANs CHATUS PU3NYECKOro HanpsiXKeHUS U 3pUTENbHON Harpy3Ku.

5. Heo6xoanMo 3HaTb 3-4 ynpaxXHeHUs Ans CHATUS 3pUTEIbHOM0 HanpsXeHUs U GU3NYECKOon yCTanocTu.



6. PaboTaTtb B XopoLwo npoBeTpeHHOM nomMeweHnn, npn ontTuMmasibHOM ocselleHNn U B y,CI,06HOI‘/‘I nose.

7. He cTonT nerkomMbicieHHO obpallaTbCs CO Cnam-nMcbMamMmm U 3aXoanTb Ha Hebe3zonacHble Beb6-canTbl. N MHTEPHET-NPECTYNHUKOB Bbl
CTaHoBUTECb NIErkon Aobbluen.

8. I'Ile pernctpaunm B counasibHbIX CETAX, HE YKaBbIBaVITe CBOW NepcoHasibHble AaHHble, HanpuMmep: agpec Uin AeHb POXAEHUA.
9. He VICI'IOJ'Ib3y17ITe B NIOrMHE KM naposie nepCcoHasibHbl€ AAHHbIE.

10. Bce 310 Nno3sonseTr MHTEPHET-NPECTYMNMHNKAM MONy4nTb AaHHbIE AOCTYMNAa K aKKayHTaM 3)'IeKTpOHHOl7I MO4YTbl, @ TaKXe VIHCbVILI,VIpOBaTb
AomalwHue MK ansa BkAoYeEHUSA nx B 60T-ceTb UK ANS NOXULWEHNS BAHKOBCKMX AaHHbIX pOAMTeﬂeVI.

11. Co3panTe co6CTBEHHbIM NpodUb Ha KoMNbloTepe, YTObbl o6e3onacnTb MHMDOPMaLMID, XPaHSLLYIOCS Ha HEM.

12. He 3a6biBaliTe, UTO akTbl, O KOTOPbIX Bbl Y3HaeTe B IHTepHEeTe, HY>KHO OYEeHb XOPOLLIO NPOBEPUTL, €CNM BbiByaeTe UCMOJ1b30BaTb UX
B CBOeW AoMaluHel paboTe. Llenecoobpa3Ho cpaBHUTbL TP UCTOUYHMKA MHGOPMaLUM, NpeXae YeM pelnTb, KaKUM UCTOYHMKAM MOXHO
[0oBepAThb.

13. O AOCTOBEPHOCTUN UH(OPMALIUM, MOMELLEHHON Ha CaliTe MOXHO CyAMTb MO CaMOMY CaiTy, y3HaB 06 aBTopax cauTa.

14. Pasmewasn nHdopmaumto o cebe, cBonx 6IN3KNX M 3HAKOMbIX Ha CTPaHMLUAX COLMAbHbIX CETEN, CNPOCUTE NpeaBapuUTeIbHO
pa3pelleHune y Tex, o KoM byaer ata nHdopmaums.

15. He cneayet pa3mewaTb Ha CTpaHuuax Beb-cantos cBou doTtorpadpun n gotorpadpmum cBonx 61nM3KMUX N 3HAKOMbIX, 3@ KOTOPbIE BaM
NOTOM MOXET 6bITb CTbIAHO.

16. Cobntopainte npasmna 3TMKM Npun obweHmnn B MHTepHeTe: rpyboCcTb NPOBOLMPYET APYIrMX Ha TaKoe Xe NnoBeaeHune.

17. Wcnonb3ysa B cBoel paboTe matepman, B3AaTbir U3 MHHOPMALMOHHOIO UCTOYHMKA (KHUIA, nepuogmyeckas nedvyatb, VIHTepHeT),
cnepyeT ykasaTb 3TOT MCTOYHMK MHMOPMauMn nnun caenaTb Ha Hero CCblKy, ecnvm Mmatepuan 6bi1 BaMu nepepaboTaH.



