MWHUCTEPCTBO OBEPA30BAHUA M HAYKU POCCUNCKOWU ®EOEPALIUU
OENAPTAMEHT rOCYOAPCTBEHHOM NOJIUTUKU B COEPE
OBLUEINO OBPA3OBAHUA
MMCbMO
ot 14 mas 2018 r. N 08-1184

NHOOPMAIMUOHHAS ITAMATKA
JJIA YHAIIUXCA AJIAA PASMELLEHU A
HA O®OUIIUAJIBHBIX UHTEPHET-PECYPCAX

C Kax/pIM roJIoM MOJIOJEKU B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJbHUKUA OJTHU U3 CaMBbIX
AKTUBHBIX NOJIb30BaTese Pynera. Mex 1y TeM, TOMUMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U MpoOJeMbl. JTa MaMsITKa JI0JKHA TOMOYb Tebe Oe301acHO HaXOAUTHCS B CETH.
KommnerorepHeie BUPYCHI

KoMmmbroTepHblii BUPYC - 3TO Pa3sHOBHJIHOCTh KOMIBIOTEPHBIX MPOTpamMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOpPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue Kk 3TOMYy,
BHUPYCHI MOT'YT MOBPEUTH UJTU MOJTHOCTHIO YHUUTOXKUTH BCe (Dailiibl U TaHHBIE, TOIKOHTPOJIbHbBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO Oblila 3aImylieHa 3apaXxeHHasi IporpaMMa, a TakKe MOBPEeAUTh
WK JJa)Ke YHUYTOKUTh OTEPAIMOHHYIO CUCTEMY cO BceMH (paiimamu B 1eiaoM. B GonblinHCTBE
CIIydaeB paclpOCTPaHSAIOTCS BUPYChl YEpe3 UHTEPHET.

MeTo1bl 3a1IUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Mcnosib3yii COBpEMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOLIIUE CEPhE3HBIN YPOBEHD 3aAIUTHI OT
BPEIOHOCHBIX ITPOTPaMM;

2. TloctossHHO ycTraHaBiauBaiW madTh (UIUQPPOBBIE 3aIIaTKH, KOTOPHIE aABTOMATHYECKU
YCTaHaBJIMBAIOTCS C LEJIBIO JOPAOOTKU IPOrpaMMBbl) U Ipyrue 0OHOBJIEHUS CBOEH ONepaluOHHOM
cucteMbl. CkaunuBail UX TOJIBKO ¢ oduimanpHOro cairta paspadotunka OC. Eciu cymecTByeT
PEKUM aBTOMATHUYECKOTO OOHOBJIEHHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE I10J] IpaBaMM MOJb30BATENs, @ HE aJMUHUCTpaTOpa. DTO He
MIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IIPOrpaMM HMHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnons3yil aHTUBMPYCHbIE NPOTrPAMMHBIE IPOAYKTHI HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

5. Orpannub (puznyecKkuil JOCTYN K KOMIIBIOTEPY Ul IOCTOPOHHUX JIMIL;

6. Vcrosp3yli BHEIIHME HOCUTENU HHGOpMAlMM, Takue Kak (remka, Juck wid Qain u3
UHTEPHETA, TOJILKO U3 IPOBEPEHHBIX HICTOUHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (Dailiibl, MOTyUYEeHHbIE U3 HEHAAEKHBIX UCTOYHHUKOB. [lake Te
¢bailnbl, KOTOpPbIE MTpUCIAT TBOM 3HAKOMBIN. Jlydllle yTouHHU Y HEro, OTHPABJIsUI JIU OH TeOe HX.
Cerun WI-FI

Wi-Fi - 910 He BHJ nepenaun JaHHbIX, HE TEXHOJIOTHs, a BCEro JHIIb Open 1, mapka. Eme B 1991
roy HHJEpJaHJCKas KommaHusi 3apeructpuposana Opena "WECA", uro o6o03Haudano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs kak "06ecrpoBoiHast TOUHOCTB'.

Jlo Hamiero BpeMeHHM JoluIa Apyras abOpeBuaTypa, KOTopasl sIBISETCS TaKOW e TeXHOJIOTHEH.
Oro abbpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C HAMEKOM Ha CTAaHJApPT BBICHICH
3ByKoBo# TexHukH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKAs TOYHOCTD'.

Jla, OecmjaTHBI HMHTEPHET-AOCTYNl B Kade, OTeNsiX M a’dpoIopTrax SBISETCS OTIMYHOM
BO3MOYKHOCTBIO BBIX0OJIa B MHTepHET. HO MHOTHE 3KCIIEpTHI CYMTAIOT, Y4TO 00menocTymnusie Wi-Fi
CeTHU He SIBISIOTCS 0€30MacHBIMU.



CoBeTsl 110 0€30MaCHOCTH pabOThI B 00LIe0CTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoto nuunyro uHpopmarmro gyepes odmenoctynasie Wi-Fi cetu. Paborast B HUX,
KeNaTeIbHO HE BBOJUTH APOJIU JIOCTYIA, JOTUHBI M KAKHE-TO HOMEPa,

2. Hcnonp3yil u OOHOBISII aHTUBUPYCHbIE NporpamMmbl M Opanamayep. Tem caMbIM Tbl
oOe3omacumib cedst OT 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ipu ucnons3zoBanuu Wi-Fi otkimroun ¢ynknuo "OOmwmit goctyn K ¢aitiam u npuHtepam'.
JlanHasi GyHKIMS 3aKpbITA 10 YMOJTYaHHIO, OTHAKO HEKOTOPBIE MOJIb30BATEIIN aKTHBUPYIOT €€ IS
yI00CTBa HCIIOIB30BaHMS B paboTe wiu ydeoe;

4. He ucnonp3yit myonuunsii WI-FI s nepenaun nuuHbIX JaHHBIX, HAIPUMEpP IJIsS BbIXOJA B
COLMAIBHBIC CETH WM B 3JICKTPOHHYIO MTOUTY;

5. Ucnonw3yit Tonbko 3amuiienHoe coequnenue uepe3 HTTPS, a ne HTTP, 1.e. npu Habope BeO-
aapeca BBoAu uMeHHO "https://";

6. B moOunsHOoM Tenedone oTkimoun Gynkuuio "Tlogkmouenue k Wi-Fi aBromatnuecku". He
JIOTTyCKall aBTOMAaTUYECKOro MOJKII0UeHUs ycTpoiicTBa Kk cetsM Wi-Fi 6e3 TBoero cornacusi.
ConuajnbHble ceTH

ConmanbHble CETH aKTHBHO BXOJST B Hally XH3Hb, MHOTHE JIIOJM PAaOOTAIOT W KUBYT TaMm
nmoctosiHHO, a B Facebook yxke 3aperucTpupoBaH MIUTHAPA YEJIOBEK, UYTO SIBISETCS OIHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO MH(popMaius,
pa3MeleHHasi UMH B COIMATIBHBIX CETSAX, MOXKET ObITh HalJIeHa W UCIIOJIb30BaHa KEM YTOJHO, B
TOM 4HcJIe He 0053aTeNbHO ¢ OJIaruMHU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannub criucok Apy3eil. Y TeOst B Opy3bsiX HE JODKHO OBITh CIydalHBIX W HE3HAKOMBIX
JTIIOEH;

2. 3amuimaidi CBOI YacTHYIO JXKW3Hb. He ykaswiBaii maposin, TenedoHBI, aapeca, IaTy TBOETO
POXIIEHUS U APYrylo JUYHYI0 WHGOpPMaLNi0. 3TO0YMBIIUICHHUKH MOTYT HCIIOJIb30BaTh Iake
MH(OPMALIHIO O TOM, KaK Thl U TBOHM POJIUTEININ IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3amuinaii CBOIO PENyTaluIo - IEPXKU €€ B YHCTOTE U 3a/1aBail ce0e BOIPOC: XOTeN ObI Thl, YTOOBI
Ipyrue TOJb30BaTeNM BHJAEIH, 4YTO Thl 3arpyxkaemb? I[lomymail, npexae dveM dYTO-TO
OMyOJIMKOBATh, HAMMKCATh U 3arPY3UTh;

4. Ecn Tl TOBOPUIIb C JIIOJBMHU, KOTOPHIX HE 3HACIIb, HE UCIOJb3yi CBOE pealbHOE MMS U
JPYTyIOo JIUYHYIO HHPOPMAIH: UMsI, MECTO KHUTEJIbCTBA, MECTO y4eObl U Mpouee;

5. N30eraii pasmemnienuss ¢ororpaduit B MHTepHere, rae Thl M300pakeH HAa MECTHOCTH, IO
KOTOPOIl MOXKHO OTPEIEIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrtpamuu B COLMAIBHON CETH HEOOXOIUMO HCIOIB30BaTh CJIOXKHBIE IMapOIy,
cocrosiue u3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MeHee §;

7. Jlns conpaibHOM ceTH, MOUTHI U IPYTUX CaTOB HEOOXOJIMMO HCIIOJIb30BATh Pa3HbIE MapOJIH.
Torna ecau Te0s B3110MarOT, TO 3JI0YMBIIIJICHHUKHU ITOJTy4aT JOCTYH TOJIBKO K OJTHOMY MECTY, a He
BO BCE CpPa3sy.

JIEKTPOHHBIE IeHbIH

DJEeKTPOHHBIE IEHBIM - 3TO OYEeHb YI00HBIN crI0co0 MIaTexe, 0JTHAKO CYIIECTBYIOT MOLIEHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TH JICHBIU.

DJNEeKTpOHHBIE JEHbIM TMOSBUIMCH COBCEM HEAABHO M HMMEHHO M3-3a 3TOTO BO MHOTHX
rocyJapcTBax /10 CHX IOpP He MPOIMUCAHO NMPO HUX B 3aKOHAX.

B Poccun e oHM (YHKIIMOHHUPYIOT M O HUX YK€ MPOIHMCAHO B 3aKOHE, TJIe MX Pa3JeNsioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHUMHBbIE. Pa3HuIia B TOM, UTO aHOHUMHBIE - 3TO T€, B



KOTOPBIX pa3pemaercs MpPOBOAUTH oOlepaunu 0e3 WACHTU(HUKAIMKU IOJb30BaTeNsl, a B
HEAaHOHMMHBIX UACHTU(DUKAIIVS TTOTH30BATENS SABISICTCS 00sM3aTEIBHOM.

Taxke ciemyer pa3iandaTth JICKTPOHHBIC (PUATHBIC ACHBIU (PaBHBI TOCYAPCTBEHHBIM BaIIOTaM )
Y DIIEKTPOHHBIC HEPUATHBIE IEHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAIIIOTaM ).

OcHOBHBIE COBETHI 110 OE€3011aCHON paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu K cueTy MOOWIBHBIN TenedoH. DTO caMblii yHOOHBIM W OBICTPBIH cHOCOO
BOCCTAaHOBHTH JIOCTYNl K cuery. llpuBsi3aHHbIi TenedoH MOMOXKET, ecnu 3alyaenib CBOM
IJIATEKHBIN MapoJib WK 3alJEIIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Wcnonb3yit ogHopasoBbie apoiu. [locie nepexona Ha yCHIICHHYIO aBTOPHU3aLIMIO Te0e yKe He
OyZIeT yrpokaTh OMACHOCTb Kpa)Ku WJIM NIepexBaTa IJIaTeKHOTO MapoJis;

3. Boibepu cnoxHbiii napoib. [IpecTynHukam OyAeT He HPOCTO yrajiarh CIOXHBIA HapoJib.
HaznexxHble maposu - 3TO mapoiu, KOTOpble cofepkKaT He MEHee § 3HAKOB M BKIIIOYAIOT B ceOst
CTPOYHbIE U POTMCHBIE OYKBBI, HU(PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK Jojuiapa, QyHTa,
BOCKITUIIATENIbHBIH 3HAaK ¥ T.1. Hanmpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JIAHHBIE HA CAiTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJIEKTpOHHAA 10YTa

DNeKTpOHHAas MOYTa - 3TO TEXHOJIOTHSI U TPENOCTaBISIEMblE €10 YCIYrd MO TEepPechUIKEe U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pachpeesiioTcs B KOMIBIOTEPHOMN CETH.
OO0OBIYHO AIEKTPOHHBIN IOYTOBEIN SIIITAK BBITJISITUT CIIETYIOIINUM o0pazom:
UMs_TIOJIb30BaTENs(@UMS_JTOMEeHa. Takke Kpome Iepelaud MpOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTH TiepeiaBaTh (ailsibl.

OcCHOBHBIE COBETHI IO O€30TaCHOM PadOTe C AIEKTPOHHOHN MOYTOM:

1. Hamo BBIOpaTh NpaBUIBHBIA TOYTOBBIA CepBUC. B MHTEpHETE €CTh OTPOMHBIA BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJHAKO JyYIlle JOBEPATh TEM, KOIO 3HAellb U KTO MEpPBbIil B
pEUTHHTE;

2. He yxka3plBaii B JWYHOM mouTe JWYHY0 wuHHPopmaruio. Hampumep, mydmie BbuIOpaTh
"My3bIKasIbHBIN (haHaT@" uam "pok2013" BmecTo "Temal 3",

3. Hcnonp3yil IByXSTamHyl aBTOPU3AIMIO. DTO KOTJa MOMHMO MapoJis HYKHO BBOJIUTH KOJI,
MpUChIIaeMblid 10 SMS;

4. Be10Oepu CIOKHBIN Tapodib. JIJIsi KaKI0TO MOYTOBOTO SIIIMKA JOJDKEH OBITh CBOW HAJC)KHBIM,
YCTOWYHUBBIN K B3JIOMY [1apOJib;

5. Ecnum ecTh BO3MOXHOCTh HAamHMcaThb CamMOMYy CBOW JIMYHBIA BOINPOC, HCIONB3YH OTY
BO3MOYHOCTb;

6. Hcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBhIil [Is1 4acTHOW MEpPEenucKH C aJapecaramu,
KOTOPBIM ThI JI0BEpsICIb. DTO JIEKTPOHHBIN aJipec HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU HA
dbopymax u caiitax;

7. He oTkpsIBaii (ailsibl U Apyrue BI0KEHUS B TUChMaX, JaXKe €CIIM OHU MPUIILTH OT TBOUX APY3EH.
Jlydire yTOYHH y HUX, OTIPABIISUIN JIU OHU Tebe 3TH (paiiisbl;

8. Ilocne oxoHYaHUs pabOTHI HA TOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAIKU C CallTOM He
3a0ynp Haxath Ha "Beiitu".

Ku0epOyJuIMHT WM BUPTYAJIbHOE H31€BaTeIbCTBO

KubepOymnuHar - mpecieqoBaHHe COOOIIEHUSIMH, COAEPXKALIMMU OCKOPOJIEHUS, arpeccuio,
3alyTUBaHKE; XYJIUTAaHCTBO; COLMATbHOE OOMKOTHPOBAHME C TIOMOIIBIO PA3TMYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITMHIOM:



1. He Opocaiics B 6oii. JIyummmii cioco0: TOCOBETOBAThCS Kak ceOs BECTH U, €CJIA HET TOTO, K KOMY
MO>KHO OOpaTUTHCS, TO BHAYajJe YCHOKOUTHCS. ECiy Thl HauHEIIb OTBEYaTh OCKOPOICHUSAMU Ha
OCKOPOJIEHUS], TO TOJILKO elle OOJIbIIE Pa30KKelTb KOH(IHKT;

2. Ypasisiii cBoell Kubeppenyranmei;

3. AHOHUMHOCTb B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOMT 3a aHOHUMHBIM
aKKayHTOM;

4. He cToWT BeCTH XYIHWTaHCKH 00pa3 BUPTyalbHOH *u3HHU. MHTEepHET (huKCHUpyeT Bce TBOU
NEUCTBUS M COXPAHSET UX. Y AAIUTh UX OyAET KpailHe 3aTpyTHUTEIBHO;

5. Coburo1aii CBOIO BUPTYAIBHYIO YE€CTh CMOJIOAY;

6. Urnopupyil eauHuuHblii HeraTuB. OJHOpa30BbIE OCKOPOMTENbHBIE COOOIICHHS JIydllle
urHopupoBaTh. OOBIUHO arpeccus MPEeKpalaeTcsl Ha Ha4aJIbHOM CTaanuu;

7. ban arpeccopa. B nmporpamMmmax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMHU, B COITMAIBHBIX CETIX
€CTh BO3MOYKHOCTb OJIOKMPOBKH OTIIPaBKU COOOILIEHUH C ONIPEICIIEHHBIX aPECOB;

8. Ecnu Thl cBuzaerens kuOepOy/uiMHra. TBou JIeHCTBUS: BBICTYIUThH NMPOTHUB IPECIeI0BaTENs,
[I0Ka3aTh €My, UTO €ro JIEHCTBUS OLIEHUBAIOTCSl HETaTUBHO, NIOJIIEPKATh KEPTBY, KOTOPOU HYX Ha
MICUXOJIOrHYECKast IOMOIIb, COOOUTUTH B3POCIBIM O (PAKTE arpecCUBHOTO MOBE/IEHUS B CETH.
MoouabHblii Tes1edoH

CoBpemenHble cMapT(HOHBI U IIJIAHIIETHI COJEpKaT B ce0e BMOJHE B3POCIbIA (YHKIHMOHANI, U
Terepb OHM MOTYT KOHKYPHpPOBaTh CO CTAallMOHAPHBIMH KoMIlbloTepamu. OJHaKo, CpelCcTB
3aIUTHI AJ1s TOJOOHBIX YCTPOMCTB MMOKa 0YeHb Majio. TecTupoBaHue U OUCK YSI3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To jxe camoe kacaeTrcs 1 MOOUITBHBIX MPUIIOKEHUI.
CoBpemeHHbIE MOOUITbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIU HACTOJIbHBIE aHAJOTH, OJTHAKO
pacmuperue GyHKIIHOHAIA BJICUET 32 COO0M OOIBIIYIO CII0KHOCTh M MEHBITYIO 3alTUIIIEHHOCTD.
Jlaneko He Bce TMPOUM3BOAUTENM BBIMYCKalOT OOHOBIIEHHUS, 3aKPBIBAIOIINE KPUTUYECKUE
YS3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI 7151 0€3011acHOCTH MOOUIIBHOTO TenedoHa:

Huyero He sBisercs mno-HacrosimeMy OecriaTHbIM. byab ocropoxeH, Beap kornma Tebe
npeaiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO MJIATHBIE YCIYTH;
Jymaii, ipexxae yem oTnpaBuTh SMS, ¢hoTo mnm Buaeo. Thl TOUHO 3HAEHIb, T/I€ OHU OYAyT B
KOHEYHOM uTore?

Heob6xo1umMo 00HOBIIATE ONEPaIMOHHYIO0 CUCTEMY TBOETro cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOMIILHBIX TeNe()OHOB;

He 3arpyxaili npuioxeHuss OT HEU3BECTHOIO HMCTOYHHMKA, BEAb OHU MOTYT COJAEpXkaTh
BpPEJOHOCHOE MPOTpaMMHOE 00ecrieUeHUE;

[Tocne Toro kak ThI BBIAJCIIB C caifiTa, Iie BBOJIWI JUYHYIO MH(POPMAIUIO, 3aii11 B HACTPONKH
Opaysepa u ynanu cookies;

Ileproauuecku npoBepsAl, KakKUe IUIATHBIE YCIIYTU aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOii HOMep MOOMJIBHOrO Tele(OHAa TOJBKO JIOIAM, KOTOPBIX Thl 3HAEHIb M KOMY
JOBEPSCIID;

Bluetooth nomkeH OBITH BBIKIIOUEH, KOT/a Thl MM He mMoib3yembces. He 3a0biBail mHOTIa
IIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHbIE, 3aXBATHIBAIONINE PA3BICUCHHS, O0bEIUHSIIONINE
COTHH THICSY YEJIOBEK MO BceMy MHpY. MIrpoku HCCIeayroT JaHHBIH UM MUp, OOLIA0TCs JAPYT C
JPYrOM, BBITIOJHSIOT 3aJIaHUs, CPAYKAIOTCS C MOHCTPAaMHU M MOJIYy4YaroT ONBIT. 3 YJOBOJIbCTBUE OHU
IUIATAT: TOKYMAIOT AUCK, OMJIAYMBAIOT A00OHEMEHT WJIM PUOOPETAOT KaKHe-TO OMIIHH.



Bce atH cpenctBa uayT Ha MOANEpKAHWE U PA3BUTHE UTPHI, a TaKXKE HA caMy O€30MacHOCTH:
COBEPILEHCTBYIOTCS CUCTEMBI aBTOPHU3AIMH, BBITYCKAIOTCS HOBbIC MaTdd (IIU(POBBIC 3arjaTKH
JUIS IPOTPaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1ono0HBIX Hrpax CTOUT OmacaTbCs HE CTOJBKO CBOMX CONEPHHKOB, CKOJBKO KPa)XH TBOETO
napoJist, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMH OOJBITHHCTBA UTP.

OcHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecim npyroii urpok Bener ceds Iioxo WM co37aeT Tede HEeNMPHSATHOCTH, 3a0J0KHPYH ero B
CIICKE UTPOKOB;

2. Iloxamyiicss agAMHHHCTpATOpaM HWIPbl Ha IUIOXO€ IOBEJEHHME 3TOT0 HIPOKA, HKEJIATEIbHO
MPUJIOKUTH KAKHE-TO J10Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3sbiBail tuuHyto uH(popMaluio B podaiine urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuiraibHbIe TATYU U MOJIBI;

6. Vcronib3yil ClI0>KHBIE M pa3HbIe MapoJIy;

7. Jaxxe BO BpEMs UTPbl HE CTOUT OTKJIIOUaTh aHTUBUpPYC. [Ioka ThI Urpaems, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIMHT UK Kpaska JIUYHBIX TaHHBIX

OObIYHON Kpaxkell JeHer W JOKYMEHTOB CEroJHsl YK€ HMKOTO HE yIWBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUM 3JI0YMBIIIJICHHUKNA TE€PEMECTUIINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMAaThCS "'MIOOMMBIM" I€JIOM.

Tak nosiBuIack HOBast yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, IJ1aBHAs LEJIb KOTOPOTro
COCTOUT B MOJYYEHUU KOH(QHIEHIMAIbHBIX JAaHHBIX MOJIb30BaTENIeH - JIOTMHOB M naposieil. Ha
aHTJIMICKOM si3bIke phishing yuTaercs kak ¢umunr (ot fishing - peibnas nosins, password -
1apoJib).

OCHOBHBIE COBETHI IO OOPHOE C QUIITHTHTOM:

1. Cnenu 3a cBOMM akkayHTOM. EciM Thl ojo3peBaellib, 4YTO TBOSI aHKeTa Oblia B3JIIOMaHa, TO
HE00X0AUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMMHUCTPATOpPaM pecypca 00 3TOM Kak MOXHO
CKopee;

2. Ucnonp3yit 6e3onacHble BeO-caiiThl, B TOM YHCII€, HHTEPHET-Mara3uHOB U IIOUCKOBBIX CUCTEM;
3. Hcnonp3yil ciiokHble W pasHble Hapoid. Takum oOpa3oM, ecinu TeOs B3JIOMArOT, TO
3JI0YMBIIIJICHHUKH [OJy4aT AOCTYH TOJIBKO K OJTHOMY TBOEMY IIPO(DUIIIO B CETH, @ HE KO BCEM;

4. Ecnu TeOs B3JIOMaM, TO HEOOXOIMMO MpEnylNpeluTh BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
no06aBiieHbl y T€O0S B IpY3bsiX, O TOM, YTO TeOs B3JIOMAJIU U, BO3MOXKHO, OT TBOETO UMEHH OyleT
pacchlIaThCsl ClIaM M CChUIKHM Ha (PMILIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHslii napoib (PIN) Ha MoOunsHbIN TenedoH;

6. OTKIIIOUM cCOXpaHEHHe Maposisi B Opaysepe;

7. He oTkpbiBaii (paiiiibl u Apyrue BIOKEHUs B MUCbMAX, 1a)Ke €CIIM OHU MPHUIITH OT TBOUX JApY3eH.
Jlydiie yTo4HH y HUX, OTHPABIISUIN JIX OHU TeOe 3TU (ailiibl.

[Mudposas penyranus

[Mudposas penyranust - 3TO HeraTUBHAas WM TO3UTHUBHAs MHPOpMaLUs B CEeTH O Tebe.
Komnpomerupyromas nuHbopmaius, pasMelleHHas B MHTEPHETE, MOXET CEepPbEe3HbIM 00pa3zom
OTpa3uThbcs Ha TBOeW peanbHOU ku3HU. "Lludposas pemyranus” - 370 TBOH UMUK, KOTOPBIHA
¢dopmupyetcst u3 nuHGopMaluu o Tede B MHTEPHETE.

TBoe mecTo XuTenbcTBa, y4ueObl, TBOE€ (MHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE 9TO HAKAIUIMBAETCS B CETH.



MHOrue MOAPOCTKH JIETKOMBICICHHO OTHOCSATCA K MyONIMKalWW JUYHOW HWHGPOpMALUU B
WHuTepHere, He MOHMMAas BO3MOXKHBIX IIOCIEACTBUN. ThI ke HEe CMOKEIlb I0rafaTbes O TOM, YTO
dororpadus, pasMelIeHHas S JIeT Ha3a[, cTala IPUYUHON 0TKa3a MPUHATH TeOs Ha paboTy.
Kommenrapuu, pazmenieHre TBoux Gortorpaduii u apyrue ASWCTBUS MOTYT HE HCUE3HYTh JaKe
MIOCIIE TOTO, KaK ThI MX YIAIUIIb. THI HE 3HACIIb, KTO COXPAHUJ 3TY HH(OPMAIIHIO, TIOTIANIA JIX OHA
B IIOMCKOBBIE CUCTEMBbl U COXPAHMUJIACh JIM OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKpYKarolue
JIIO/IM, KOTOPbIE HAWAYT U YBUAAT 3T0. HaifTn mHpOpMAannio MHOTO JIET CIIYCTsI CMOXKET JF000H -
KaK 13 JOOPBIX TOOYKICHHIA, TaK U C HAMEPEHHEM IPUIHHUTH BPeJl. ITO MOKET OBITh KTO yT'OJTHO.
OcHOBHBIE COBETHI IO 3aKTe MU(PPOBOH pemyTanuu:

1. Tlogymatii, mpexJe 4eM 4To-TO MyOJIMKOBATh U MepeaaBarh y cedst B 0Jiore Win B COLUAIBHON
CeTH;

2. B mnHactpoiikax mpouias ycTaHOBH OrpaHMYEHMs] Ha MPOCMOTP TBOEro Mpoduis U ero
COJIEP’)KUMOT0, CJIeNIail ero TOJIbKO "ist Ipy3ei';

3. He pa3memaii u He ykaspiBail MH(MOPMAIUIO, KOTOPasi MOXKET KOTrO-THO0O OCKOPOJATH WM
00MXKaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbIe NIKOJIbHUKH - aKTUBHBIE MIOJIb30BaTENN [U(PPOBOro mpocTpancTBa. OIHAKO Jaleko
HE BCE 3HAIOT, 4YTO IIOJb30BAaHME MHOTUMHU BO3MOXKHOCTSIMH IM(GPOBOr0O Mupa TpedyeT
coOroIeHN MPaB Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENIEKTyalbHass COOCTBEHHOCTh' OTHOCHUTCS K  pPa3jMYHbIM  TBOPEHHSM
YEJIOBEUYECKOT0 yMa, HAaUMHAs C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIMIUX COOCTBEHHOCTD
Ha MpPOAYKTBI M YCIYrM, M 3aKaHuMBas KHUramu, ¢ororpadusimMu, KuHOQUIBMaMU U
MY3bIKQJIbHBIMU IIPOU3BEICHUSMU.

ABTOpCKHE IpaBa - 3TO MpaBa HAa UHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha IPOM3BEAECHUS HAyKH,
JUTEPaTyppl U HMCKYCCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KAa4yeCTBE TapaHTUM TOTO, YTO
MHTEJUIEKTYaJIbHbIN/TBOPUECKUN TPy aBTOpa HE OyIeT HampacHbIM, JJaCT €My CIIpaBeIMBbIE
BO3MO’KHOCTH 3apab0TaTh Ha pe3ysibTaTaX CBOEro TPyJa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxro 6Ge3 pa3pemnieHust aBTopa He MOKET BOCIPOU3BOJUTh €ro MPOU3BEJICHUE, PACIPOCTPAHSITS,
yOJIMYHO JEMOHCTPUPOBATh, IPOJABaTh, MMIIOPTUPOBATh, IIyCKaTb B IIPOKAaT, MyOJINYHO
UCIOJIHATD, TIOKa3bIBAaTh/UCIIOJIHATH B 3(Hpe WM pa3melaTh B MIHTepHeTe.

Hcnonp3oBaHue "mupaTcKoro” NporpaMMHOTo 00eciie4eHusl MOXKET IPUBECTU K MHOI'MM PUCKaM:
OT MOTEPH JIaHHBIX K TBOUM aKKayHTaM J10 OJOKHMPOBKHM TBOETO YCTPOMCTBA, IJie YCTaHOBJIEHA
HeJslerajpHas mporpamma. He ctouT takxke 3a0bIBaTh, YTO CYLIECTBYIOT J€TalIbHbIE U O€CIIJIaTHbIE
IIPOrpPaMMBbI, KOTOPHIE MOXKHO HAalTH B CETH.

O noprane

CeteBnuoK.p@ - TBOI INIaBHBINA COBETUYMK B CETH. 37IECh Thl MOXKEIlIb Y3HATh O OE30IIaCHOCTH B
CETH MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a IIPY BO3HUKHOBEHUHU KPUTHUECKON CUTYallUH
00paTUTHCS 32 COBETOM. A TakXke NMPHUHSTh y4acTHE B KOHKypcax



